5 Ways to Find Trustworthy Sources — Due Diligence o 2024 cachecoach.com

1. Ask personal connections, people you know and trust — your family, friends, neighbors, colleagues.
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Do a general online search. Use the company or person’s name or general terms of what you are looking for.

Do they have a website?

Does it have the secure lock symbol () and https://? Does Your Website Really Need HTTPS? (markbrinker.com)

Does the website look like it hasn’t been updated since the 1990’s and the contact e-mail address is @aol.com?
For lawnmowing service this isn’t necessarily an issue, for someone to install a home security system it is.

Do they provide other ways to contact them via a web-based form or phone number?

Does the website have a lot of broken links, blank pages, or other errors. Is it full of stock photos?

Read the About section to find out more about them.

Pay attention to the domain name. Is it consistent with their brand? Does it end with .com, .org, .edu., .gov?
Is there a Privacy Policy to protect your personal information?

If you still arent sure check the WHOIS database. It allows you to check the domain name registrant information
and sometimes confirm a business address and contact name. It will also provide you with useful information like
when the domain name was registered so you can understand how long the website has been running.

WHOIS Search, Domain Name, Website, and IP Tools - Who.is

Read the negative reviews. Why customers don’t trust 5-star reviews | Birdeye

5-star reviews notoriously can be fake, either paid with a discount or written by family members or friends.
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Did the person have a legitimate reason of the service professional or product for posting this or was this just a
rant for something of their own doing?

Did the service professional/company offer a response and was it professional and reasonable?

If the reviews are posted directly on their website, almost all will be positive. If the reviews are from a third-
party site like Google or Yelp, negative reviews usually can’t be deleted but some sites allow this.

Look up the company to review consumer complaints on the Better Business Bureau

Criteria to consider when evaluating a source online.

Does it state “Sponsored content,” the owner of the website or author of the article has paid to appear first and
at the top of all other content when searching on key words or phrases. You'll especially notice this on Google.
Use other search engines like DuckDuckGo, Safari and Bing to search for sources.

Websites like Wikipedia, Wikihow, Yahoo!, Answers and eHow pull their content from other places and don't
check their authors credentials. They are not considered credible sources of information.

Who is the author? What are their qualifications and cited support? Are they considered reputable and
trustworthy in their field of expertise?

Where does the source appear? On a reputable website? From a news organization, book publisher, academic
journal, company or other organization?

When was it published? 2014 or 2024? Some information is evergreen, meaning not limited in applicability to a
particular event or date. More often, an up-to-date source will provide the latest information.

Is the information conveyed honestly or in more of a biased format, to promote their viewpoint, product or
service? Source Evaluation & Credible Sources (youtube.com)




5. Criteria to consider when evaluating a source on social media.
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Do you personally know them in real life?
Are they consistent with what they post across all social media platforms including their profile?

Look at the person’s followers and those who comment and like their posts? Do you know any of them? Are
they local to where the person is posting from or from another country?

What do they post about and how do they write or present it? Does it appear credible or suspect to you?

If they are selling a product or service either indirectly or overtly, research that product or service somewhere
else outside of social media. Is it something you truly need for the cost investment? Find similar products or
services and compare the pricing and reviews.

Be aware of people posting on behalf of MLM companies. Multi-level Marketing companies use their
salespeople for their advertising and distribution network. Research these products outside of social media.
Multi-Level Marketing Businesses and Pyramid Schemes | Consumer Advice (ftc.gov)

8 Controversial MLM Schemes To Stay Away From | GOBankingRates

List of October 2021 Recipients of the FTC’s Notices of Penalty Offenses Concerning Money-Making
Opportunities and Concerning Deceptive or Unfair Conduct around Endorsements and Testimonials
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